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(1) The Emergence of cyber security law, prepared for the Indiana university Maurer school of law by Hanover Research,
February, 2015. P . 3.
“Lawyers must play a role in designing the procedures, training and risk assessments required to implement managerial
operational and technical controls needed to protect data”.
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(1)David weissbrodt, cyber — conflict, cyber — crime, and cyber Espionage, Minnesota Journal of Internatinal. Law's 2013
symposium, p. 3
For more: (1) Susan W. Brenner, cyber crime:- criminal threats for cyberspace (2010): Jona than clough, principles of
cyber crime (2010). p. 6
(2) Richard Clarke, threats to U.S. National security: proposed partnership initiatives towards preventing cyber terrorist
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(4) Ibid, p. 51.
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2008 p. 51.
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(4) While, facially restrictive, in reality, those rules permit broad disclosure of personal health information to the

government in response to a warrant, court order, subpoena, discovery request administrative request, investigate
demand or even a law enforcement official’s “request’”.
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(1) Professor Daniel solovie writes, “We are becoming a society of records, and these records are not held by us, but by
third parties”.
See: - Daniel solove, Digital Dossiers ad the Dissipation of fourth Amendment privacy, 75 S. CAL, L. REV. 1083,
1089 (2002).

(2) Fred H. Cate: - Government Data Mining: - The need for a legal framework, Hienonline — 43 Harv. C. R. C.L.L. Rev.
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2008, p.1
For more: see:- Kathleen M. Sullivan, under a watchful Eye:
Incursions on personal privacy, in the war on our freedoms: civil liberties in An AGE of TERRORISM 128, 131 (Richard
leone & Greg Anrig, Jr. eds, 2003).
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(3) federal support for Home land saurity information sharing: Role subcomm. On intelligence Information sharing and
Risk Assessment of the H. comm. on Home land security, 109 th cong. 23 (2005) (statement of lee Humilton, vice
chairmanm 9/11 public Discourse project).
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(1) H. cate, op. cit., p. 26.
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(2) Fred H. Cate, op. cit., p. 11
The USA PAIRIOT act also mandates new rules requiring all financial institutins to: (1) verify the Identity of any
person seeking to open an account, (2) maintain records of the information used to verify the person’s identity and
(3) provide the information to the government of matching with terrorist watch lists”.
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(2) Marietta Benko, and others, space law in the united nations, Martinus Nijhoff, Netherlands, 1985, p.3
(3) H. Cate, op. cit., p. 35 “If its harmful impact is very low “oven marginally successful data mining might be appropriate
if used as an additional layer of protection against a particularly grave threat”.
For more:
-Tommy Peters on, Data scrubbing, computer world, Feb. 10, 2003, at 32.
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0o 83)lgll ilogleall sei ¢lls gog w«not in a haystach, but among millions of other needles
slisall clglll Gagall Gl ge Guloduall pégi JUs (o ool el lags [>lisa olsdl glhsll
Oolall gl silas)

“Government data mining seems similarly likely to fighting yesterday's battles” ).

dely ol 833l dg slac] S5 00 el gadly alsll aliaill dles ey Liskiicl o

©claailly 483 lelyo go laglaall lli par ol lolrl 1o il Colaadl 3127 dipusa

‘aLiS)i lgt 2>o1 ol Sy dlile JS do bl cilblusll 0 saxioll calidgll oo ddlSl elli Jou @] Gelaizdl pladll @é) Graii O]
olasall alé] alaieall dylal cilaxgll dnolill iyl clls Gle solle yolall Jseally drgily zopls dalixa elaizl olas
- oelaizl olas alé)] ganii ¥ Gelaizdl
(2) Jeff Jonas & Jim Harper, Cato institute, Effective counter terrorism and the limited role of predictive Data mining 7-8
(2006).
- “For example, data mining used to predict types of consumer behavior ... may be used on as many as millions of previous
instances of the same particular behavior”.
cliy dylaydl hhall cihlbaiudl bl gigi JUs (e dilill dyladl Cilasgll ladg yisT amiall il 6 o3l Jlr) sy el
0983 sy tiyaiilly uhsill 6 80 JS Lalie Ui dxili Gill dul=all dule)3l Cilazgll Lol (olall 6 b3l bludl Gle
dndie e lgadiS Uoyb9 Jal lgigzIse
(3) For more see: CRS report on Data mining and Homeland security 2007
Hector Becerra, Jennifer Oldham & Mitchell landsberg, Airline Terrorism Alert: winging it one Again, L.A. Times, Aug.
11, 2006.
(4) Jones & Harper, op. cit., p.2
One of the bluntest assessments comes from Jeff Jonas, Chief scientist of IBM's Entity Analytic solutions Group, and

Jim Harper, director of information policy studies at «the cato institute».
Ciloglanll Lrglgisis cidlaidl yujo s oai Cus 13yl Cashll Guuitl & bl dyiboll ixlll el (b yhill g piill cilgsl o
byl le aylgall ilaglaall 4 ole yguiin 3yl cayhll Gpuill & yhll dyibgll dizll” Jisuid 2013 il (5) @d)
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Assessing Efficacy 8slaxil yyaii :gylyll il

o3l ci¥gleall Gag ilagloall 8l @bi 8cl6S yaai dals Jodll Gl olall asall Ly
Cgisa 03] cllia 095y ol e Cilagloall il dlgles &l xic (Supedl gl alhii Lo ells 8
o8 7 3979 vamill s Gun Lo 380 Ocilagleall 85il> dladl dgxll Gle3l s)la3l iyl o
0% Lo — UWle _ lgihha of ylicl Gle shall dpasaill cilibyl 8> Gle agai ill )13l Cilg> delue
8> o ozl e dp)ayl ddoduall cilil digeo of lslsicl ag P ige paws Sle clig duwg)ra
lgic adgguall Gai Joall iei¥ cilagleall 8133
dy yingull Ciloglaall 3yla3l 8l :Lunels

b liga 00 lgioS dytagull Cilagleall &3 8l i) 8 dbasii 6 Jsliti of ey
Mzl Gl Gilegleall el siay ol 0Say Cus syladl bawall AUl séil cilagleall 8L

http://www.almeezan.qa/LawPage.aspx?id=61138language=a (2018/10/6 Cuyaxi y51)
cashll yoal ol Cilyogill @uaail &bl dixlS ¢33l caghll Guuiil & yhall dyiboll dizlll Jasi «dia 2 8slall» 4 £l>g
Cilolaisdl Jiali .Cilogleall lizglgisiy cadlaidl 8)ljg @ile ole calhall iaii 6 dilgill ddosuall piiy . shs dlgs b saayill
1ok Lasd (s33ill caphall Guuiil & yhall dyiboll disell duydyll
gl cillaidly déleiall dygally draglsdly dulxall Ulaall ddidlia - 1
calize O Gpuiil]l bt Gill Lladlly ol apasil dyibgll dhsll @laii Gillg syl Cilapass gas) olin Ciluogill @i - 2

S G Ll Ca¥laisl Geaskiue

>3ill caghlly cidlaitll ol sbxidl dilsiall dhiill dalS Guuiig duloll of dpaslsdl cilelaizdlg Cilpaiall ciloyida slac] - 3
wibsll sgtumall e

bl e duaiall dgashll cidlaidl cilhme o dnublisag sl cilelaidly Cililewisl dolll cilsbin3l jujeil ciluogil slac] - 4
dlaidl s)lgog

i3laill paiue (e ST Jid 0 Ciliilogll )lomg 3l dS)bivy @lais Lows dallall il cilgell )9yl sic ciluogill @i -5
R

Alsbie cillsil G lglgog yieh losic calibll calise oy cilialiall Jiguwsi - 6

as33yill Cahall (ua sk Bc oy Gpusitll allati il )3 Y Lladll dxllas - 7

Agllac] iyaiil dxlxll dyhaii Lo caws disll dalis] Cilolais] dals] Cilaglaall bzolisis ci¥laidl gl jos

(1) TECH, AND PRIVACY ADVISORY COMM, U.S. DEPT of DEL Safeguarding privacy in the fight Against terrorism
(2004) TAPAC, safeguarding privacy.

(2) Privacy and civil liberties in the Hands of Government post-september 22, 2001: Recommendations of the 9/11

commission and the US. Department of Defense Technology and privacy Advisory committee. Hearing Before the

subcomm. On commercial and Administrative law ad subcomm-on the constitution of the H. comm. On the Judiciary,
108th cong. 5(2004) (Statement of John O. Marsh, Jr. TAPAC).
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i a (163) @ull G slitwdl» ol b Gl dia 23 8alall (6 saxiall dSlaall 8 yslall 2012
vaalxll apaseid] cilelall dpagall cililll 3acls @ad of 4y 31984 alsl dubyilly ayilisl cilyyl
ole osill paalll dpasaill cilolall Jueuwi Gigzg Gle Balall o ailill 8ysall cylily «DNA (sgsil

Ocdgagall cilibyl sacl
o dgall G slell slaill oIS 1S alell (edl Ba> e Jasi dilaall cuiloall of ells Gl cas]

Py yiagull Cilagloall 8)li> §1b

(1) Protection of freedoms Act 2012 Chapter 9- United Kingdom, p. 18 clause 23.
sosill Gaolxll dpagdll il il poldl quleall Gl sl il (o 26 83Lall 3Ll yaskaill bl Ellil laxg
(National DNA Datebase strategy Board)
ol il Gigrg G ylibly iy (bl Ll yynst dubst (sabiytl Juls peder ulmall €lls alyill Gl i slgall <Ll
byl Julall ell iy @byl 6 (sigail
(2) “Biometric Information” means information about a person's physical or behavioural characteristics or features which:-
a) is capable of being used in order to establish or verify the identity of the person, and
b) Is obtained or recorded the intention that it be used for purposes of biometric recognition system.
See clause 28, protection of freedoms Act 2012 (C9) part 1- Regulation of biometric data.

Bayliall dylal Cillasll asy dols 858l &gl 6 lgiaal eblaii Cilagleall Elli of lislaicl og

2016 did (8) dy spwdl Hhill ladg yhs 6 cllaidly Cilolgall Blios iyl ol 8)ls] cilobaisl Gl &Ll )uxis

bl Gle ddgall Gilagleall dsiin Gle Hguiiie (i3laily Cillolgall 8)lgl el Jsugll
http://www.almeezan.qa/LawPage.aspx?id=6895&language=ar

(2018/10/6 Cuyaxi =)

b Loy bl el 8] paisi” 0 Gle Cuai Cus 122 8slall dyle Cumile s

iall Cilgll go Gruiill Lo igbii dsylisg Cilagleall (0¥ dsibg dymilyiml gg - 1

lelaall &8lS 8 dyguell Cilaglaall dyibgll dyiill dyidll Jasidii dakai¥ &lazll Jilwg 8c15S @yl ynleally Cilulull pog - 2
gl JUisodl olasal dajWI culely>Hlg
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ol ¥ dilegleall cilalisdl o dasiuall cilisille O glxll yagil ol oglsill 8955 Gl
goi 33 &yl lusiwlg dyilaglen acled 397 JUs o Cilalis3l elli &)lad Joloill 81z @yl d=loi
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ells o aaicl il gilll cal>g i 1998l 3Ll UWgs Gilagleall adl alaial cilgi Lill cilabiall
9 dyagSall g dpagsell 83g=3l calie o calShuidl e
ilagleall el Jlxa o wolidly alell cuclhall oy aShidll @i caas of o)laall asall g
Oayiloglanll yblall Ja7 iloglan (ol oalig dilb sl iy sez9 Gl on

syolll> 3yl Gabuadl Gangipll caxely lls ] 2016 yuadgi 6 &gl Adsiall Cilaglaall (¥ Cullil sgiuwll saigall Gxki (1)
Gilaleg cilily e 3loxiwdl G dinlall vass sac Cu gililug lgilihes Oueliy dsise ol cilelhall grazr of G <idsiv
Slualo¥l (8 ouS)liall Gucl
il 09ilé ol 2014 diwd (14) @) 0silé G 23 8slall Joall velsill s@hll Gl 6 LAl ells syhal gyl il
@i pohed w33l Joall b syubaill Gilgxll gl padi of daiall dgll e Gusip il Gl Cuni dyig sl @iyl
0siléll 1o 4 lale pogaiall @il dhagiyall dgilizll Cilelordly liyinill a Guaymall @abusia &lsliall dyigilall 8acluall
o laws Loy gl 0955 il calybYl i of ailitll culyalaitly aull HLisall dyilizll cilelor il 0gilé ayydy il sclodl ladg
231 09l (sl of 0illl Lim a1 o uo)laiy 3 Loy ellsg (Jiall dlaloall lame
Ouiledy alliall Algall ouiled ils 13] 3] 0gilall 1im als Gl Ialitul uaymall @abusi b of duigilall 8acbuall culb i 3
oilod S 151 Lac il Giady Blagiane gosomill dirlossl pisio clilan danyr o ol calhll goige dapyall e cusls gl
0953 Of Byt lgall 5 paskiuaall wllamall il g yoell dyos b pseiand of lgils ilyell did (6 dayyell g7 dylUall gl
Al Aol uiled aiday loyze bl £9590 Jall

1311 8yl509 ciblisiudly ci3laidly duall dilellg dbUally dylall cileUadll dsiloglaall dyixill il cilelag dlial oo (2)

(3) Cezar PETA: cyber security — current topic of National security Public security studies, volume II, Issue 3 )7) /

2013, p. 67 “cyber security is challenge that must be tackled through cooperation between various national actors,

and institutions, private companies and non-governmental organizations, and international level through cooperation
among states, regional and global organizations.

Cilidlail ade o vasyll 4 sl Lo ells Jling cilpsdl Joliil Jilwgll gaxil 4o @alaill cilySing dulgall calyslaidl of slaicl 6

83023 cilysi o W3l AlogS=ll (o ity Gill “diadyll casi> duslail” ade ] MICROSOFT &Syl 8ges JliaS drad) dilgs
lglaiuwl of lgsy of lgiasei o 3y Cueilill dygulxll

(4) Ibid, p. 70

- “Dan Tofan, Technical director of CERT — RO stated that, there are situations in which the entity can not manage
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Osleill @b oc llsg ilagleall el Guixi (4 dlasll cullwdl Jas) 9g8 o pedl dasall Lol

cilejlio dip 4 Gubill cxlgll osilally (ilball polaizdl Jlxa o G Liladg Lisils lgall
JUaS syl 0adl Jlxs o colsdl glhsll s e 8aloiwdl oSy G b Gle 8glle Oyl
aydall Gguell dpuludl il dilexl ellsg (Lrglgisilly suleall Gibgll sgsall) «NIST» |

P& 503l saxiall Cilidgll La ¢llzg Domestic critical Infrastructure

JY5 e il 834> ol yuohil ol sher] I )33 dg sgoel dyilsa] Sy o3l adall g

221 Lo 8yiall (& =il 8)la3l dg=] cilusill cﬂh@mmg Aalsill Joaxil (Jild Jsiug deyuw ).lSl Glisi
O clildl o ol Gegbga shedl Clily e sl day =l

ousiand iloglaall ¥l 31307 Jlmo 8 dSupedl aseiall CUldgll of Gle (Supadl adall 1S5, 13

‘al_qu El.b.o_ll_u Oseiiuig :(_,JLAng.A.” ol dgjlyis| yulad 2599 alaqll oo dil)ladilg ol &Lb.o_ll.:

o dygu=ll dwlwd gl QT lslsicl 6 “aslagleall cilSlgidl )Lﬂ U.Qng Cﬂs_ll oo dil)ladiiwlg

critical «ygpell ylwdl dil dlams Gl Saiall gl o 14 sdy3lim3l yulull pogs Lol

incident alone, and in this case the cooperation between both entities becomes very important”.

lacloils cilubally laslanll @i 8ligs 51l Bligs sl Hlis iJliall s le wiloslaall ol duisall 3l Cilams 0
(1) Sieber Urlich, computer crimes and other crimes related to information technology. |.R.P.. 1994. Vol. 62 p. 1033 seq. .
Cilwlpw ol asgall slasiudl yulea of «uiyiidl Guiles of Cuiiidl dagS> clilil Culges :lglling i olé dyslyiadl Jilwgll Lol
gl dalil Gl (g3Spalll) chmiy cuiyigl o3 ellsg loliill il il ubaiil
(2) Scott ). Shackelford, JD, PhiD, scott Russell, JD & Andreas juehn, Defining cybersecurity Due Diligence under
International law: lessons from the private sector. 15.
Electronic copy available at: http://ssrn.com/abstract =2594323
(3) See: task force on national security in the information Age, Markle found creating AA Trasted Network for Homeland
security (2003): Task force on National security in the information age, Markle found, Mobilizing information to
prevent terrorism (2006); protecting America’s freedom in the information age.
alile ilily asypadl Baxiall CAldgll 8 Byl dgr ClilS i tyualiw 1 8 dulaydl Cilacegll a2y &l il el Cuanlu
—ssill _oadlg “privacy’” dyogaill Gu Aileall b a3 A8 upriosll 055y Elliys ool gladl (o 8atue shadl Jo>
“National security”
- For more — the Cantigny principles on technology terrorism, and privacy, National security law Report, feb. 2005, at
14.
“The Cantigny” conference on counter terrorism technology and privacy organized by the standing committee on law

and Nation security of the American Bar Association”.
(4) Nathan Alexander sales: Regulating cyper security — Northwestern university law Review 2013 vol., 107, No 4, p.
1506
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oSas G b Gle Bolle Aapmalitll &y, ldll cilSyill ga Gilagleall gall Jleo (6 dildgll 8)aall
apulwdl il Gilegleall Ga¥l dilas JUs- (e 8axiall Cildsll Lo Gilegleall (adl dla> Jw ayasi
o8 Opuxll 0o)6 Ciliglol Cuiyis s &Yl gl iyl Giedl cadgall Camg @b 0c dior=l]
Jo> lgz)l5g Agall J1s (8 bl o3l dyimall Cilgll oy Jolgilly 8))Sing Braiue dylac )b
Ol el yblsa

Lizrolosill i 3gdc & dols - laagac alul aic loylicl o 356 ol 1 3 8)la3l dgz of lslsicl Lo
ag aélei aic bl Glas> Clloea @al e 0] Cuz dyhis| iy dyadlei Gogni (s lgrasy Lo -
sulaill 81531 dgr iy o lggal culilul acled dsellon ol lga) dives &iai Jlautul agdi ESpub pa 83l
Jozall e dsagSeell ilildl Gasi (S Syl elli Gle sase abill zhal aalseill Jles é &yl
gy aic dilll dilasell Cilely] ixii of lpal culalell JUs (o 8)ls3l dgzr Gle Cizig cwaspall yuol

Olgiblug lgads . lelSs ubiason il cayall il
Olgililyg | Jo>all yorall cilalSy cilingai Gilill caphll el

(1) Todd A. Brown, legal propriety of protecting Defense Industrial Base Information Infrastructure GAAF.L.Rev. 2011,
220 (2009)p.222

(2) Bruce P. smith, Hacking, Poaching, and counterattacking: Digital counterstrikes and the contours of self-Help, | J.L
Econ, & Pol'Y 171,173 (2005),p.32

(3) Hanover Research, op. cit., p. 16
gl &gl ilyssandl 0081 g Gle asisy sl Liroloisilly yuloall ibgll sgaall (NIST) bl lls b dilsiuwll oSags
L) br3gai of Loy i a2y 3 U3 ellsg ygu=l]
- “Critical infrastructure, the core of the NIST framework’s focus, is defined as “systems and assests whether physical or
virtual, so vital to the united states that the incapacity or destraction of such systems and assets”.
- For more see: Lynch, S. “Experts urge U.S. caution on additional cyber threat Disclosures “Chicago tribune, March 26,

2014.
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313 O ilagloall el 30t i3 bz gloisill shds 6 Giltl sl Jiatig silasloall lgial jysei
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a8l Jlxa (6 bl dnpell Jsiisd Gun b Gle 8glle . “«Due Diligence» duzlgll ilisll cuilz ]

(1) Scott J. shackelford & others, op. cit., p. 22

e Blle silagloall ey Cilaglaall lrgleisi Jlre 4 dlila &sbaisl cilyilsie] Aol elliad of cirgiy els of Lisliiel a9
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- For more: see Amanda N. Craigetal. Proactive cybersecurity: A comparative Industry and Regulatory Analysis, - AM.
Bus L. J. (forth coming) 2015.
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(4) Ibid, p. 24,
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