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Criminal Combating Deepfake Phenomenon Using Artificial Intelligence Systems

Yasser Mohamed Ellamey
Professor of Criminal Law
Police College, Police Academy, State of Qatar

Yasser-ellamey@hotmail.com

Abstract:

There is no doubt that the technological development in artificial intelligence
systems and techniques has had a significant impact on the development of visual and
audio content in the digital environment and its various media, including digital media, but
at the same time this development in artificial intelligence systems has led to the spread
of the phenomenon of deep forgery using artificial intelligence techniques. This poses a
threat to human rights, including the right to freedom of access to information without
any forgery, misleading or deception. This required studying it to clarify the nature of
deep forgery using artificial intelligence techniques, by defining the concept of deep
forgery, its characteristics and distinguishing it from other traditional forgery crimes,
as well as displaying images of deep forgery using artificial intelligence techniques, then
we review the legal mechanisms for criminally combating the phenomenon of deep
forgery using artificial intelligence systems in light of the serious risks of deep forgery
to the security and stability of society, in order to reach the extent of the importance

of having a special law to criminally combat this modern criminal phenomenon, as well
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as the extent to which it is possible to rely on smart and digital evidence in the field of

proof to achieve criminal justice.
Keyword List:

Deepfake — Artificial Intelligence Systems — Forgery and Forgery — Audio Content

Forgery — Visual Content Forgery — Digital Forensics — Smart Forensics
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