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Abstract

This research presents an analytical study of the crime of cyber-extortion, as
one of the emerging crimes resulting from the rapid development of information and
communications technology, and the resulting transformation of traditional crime
patterns into cross-border electronic forms. The research is divided into three main
sections, each addressing a fundamental aspect of the crime under study. The first
section reviewed the nature of the crime of cyber-extortion through two sections.
The first section defined cyber-extortion, highlighting its distinction from traditional
forms of extortion, both in terms of methods and criminal impact. The second section
was devoted to explaining the legal and technical characteristics that distinguish this
crime, in terms of the electronic nature of its means of commission and its relationship
to the digital environment. The second section analyzed the elements of the crime
of cyber-extortion through two sections. The first addressed the material element,
clarifying its elements represented by the criminal behavior, the electronic means
used, and the criminal outcome. The second section addresses the moral element,
highlighting general and specific criminal intent and the extent to which the intent to

cause harm or illicit gain is required. The third section examines the penalties prescribed
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for the crime of cyber-extortion. The first section addresses the primary penalty
prescribed by criminal legislation, in terms of its nature and the extent to which it is
appropriate to the seriousness of the act committed. The second section addresses
the supplementary and consequential penalties that may be imposed on the offender,
as well as cases of exemption from punishment, whether for considerations related to
cooperation with the authorities or the absence of some of the elements of the crime.
This research aims to contribute to enriching the legal debate surrounding the crime
of cyber-extortion, highlighting the shortcomings of national legislation compared to
accelerating technological challenges, and presenting a reformist vision that enhances

the effectiveness of legislative responses to this type of crime.
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